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TOO MANY SECRETS: OVERCLASSIFICATION
AS A BARRIER TO CRITICAL INFORMATION
SHARING

TUESDAY, AUGUST 24, 2004

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, EMERGING
THREATS AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:05 a.m., in room
2154, Rayburn House Office Building, Hon. Christopher Shays
(chairman of the subcommittee) presiding.

Present: Representatives Shays, Platts, Kucinich, Ruppersberger,
and Tierney.

Staff present: Lawence Halloran, staff director and counsel,
Thomas Costa, professional staff member; Jean Gosa, minority as-
sistant clerk; and Andrew Su, minority professional staff member.

Mr. SHAYS. A quorum being present, the Subcommittee on Na-
tional Security, Emerging Threats, and International Relations
hearing entitled, “Too Many Secrets: Overclassification is a Barrier
to Critical Information Sharing,” is called to order.

An old maxim of military strategy warns, “He who protects ev-
erything, protects nothing.”

Nevertheless, the United States today attempts to shield an im-
mense and growing body of secrets using an incomprehensibly com-
plex system of classifications and safeguard requirements. As a re-
sult, no one can say with any degree of certainty how much is clas-
sified, how much needs to be declassified, or whether the Nation’s
real secrets can be adequately protected in a system so bloated, it
often does not distinguish between the critically important and the
economically irrelevant.

This much we know: There are too many secrets. Soon after
President Franklin Roosevelt’s first executive order on classifica-
tion in 1940, the propensity to overclassify was noted. Since then,
a long and distinguished list of committees and commissions has
studied the problem. They all found it impossible to quantify the
extent of overclassification because no one even knows the full
scope of the Federal Government’s classified holding at any given
time. Some estimate 10 percent of current secrets should never
have been classified. Others put the extent of overclassification as
high as 90 percent.

During the cold war, facing a monolithic foe determined to pene-
trate our national secrets, overclassification may have provided a
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needed security buffer. But the risk/benefit calculation has changed
dramatically. Against a stateless, adaptable enemy, we dare not
rely on organizational stovepipes to conclude, in advance, who
should have access to one piece of an emerging mosaic. Connecting
the dots is now a team sport. The cold war paradigm of “need to
know” must give way to the modern strategic imperative, “the need
to share.”

The National Commission on Terrorist Attacks Upon the United
States, referred to as the 9/11 Commission, concluded that, “Cur-
rent security requirements nurture overclassification and excess
compartmentation of information among agencies. Each agency’s
incentive structure opposes sharing, with risks—criminal, civil, and
internal administrative sanctions—but few rewards for sharing in-
formation. No one has to pay the long-term costs of overclassifying
information, though these costs—even in literal financial terms—
are substantial.”

The National Archives’ Information Security Oversight Office,
ISOOQ, reported that in 2003, more than 14 million documents were
classified by the 3,978 Federal officials authorized to do so. They
classified 8 percent more information than the year before. But re-
cently declassified documents confirm the elaborate and costly se-
curity applied to some information is simply not worth the effort
or expense. A former dictator’s cocktail preferences and a facetious
plot against Santa Claus are not threats to national security in the
public domain, yet both were classified.

The most recent ISOO report correctly concludes “allowing infor-
mation that will not cause damage to national security to remain
in the classification system or to enter that system in the first in-
stance, places all classified information at needless increased risk.”

Current classification practices are highly subjective, inconsistent
and susceptible to abuse. One agency protects what another re-
leases. Rampant overclassification often confuses national security
with bureaucratic, political or a diplomatic convenience.

The dangerous, if natural, tendency to hide embarrassing or in-
convenient facts can mask vulnerabilities and only keeps critical
information from the American people. The terrorists know their
plans. Fewer people classifying fewer secrets would better protects
national security by focussing safeguards on truly sensitive infor-
mation, while allowing far wider dissemination of the facts and
analysis, the 9/11 Commission says, must be shared.

Any discussion of intelligence reform must include a new ap-
proach to classification, one that sheds cold war shackles and
serves the strategic needs to share information. Our witnesses this
morning bring impressive experience and insight to this important
iisue and we look forward to their testimony. I welcome each of
them.

At this time, the Chair would recognize the ranking member of
the committee, Mr. Kucinich.

[The prepared statement of Hon. Christopher Shays follows:]
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An old maxim of military strategy warns, “he who protects everything
protects nothing.”

Nevertheless, the United States today attempts to shield an immense,
and growing, body of secrets using an incomprehensibly complex system of
classifications and safeguard requirements. As a result, no one can say with
any degree of certainty how much is classified, how much needs to be
declassified or whether the nation’s real secrets can be adequately protected
in a system so bloated it often does not distinguish between the critically
important and the comically irrelevant.

This much we know: there are too many secrets. Soon after President
Franklin Roosevelt’s first Executive Order on classification in 1940, the
propensity to overclassify was noted. Since then, a long and distinguished
list of committees and commissions has studied the problem. They all found
it impossible to quantify the extent of overclassification because no one even
knows the full scope the federal government’s classified holdings at any
given time. Some estimate ten percent of current secrets should never have
been classified. Others put the extent of overclassification as high as ninety
percent.
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During the Cold War, facing a monolithic foe determined to penetrate
our national secrets, overclassification may have provided a needed security
buffer. But the risk/benefit calculation has changed dramatically. Againsta
stateless, adaptable enemy, we dare not rely on organizational stovepipes to
conclude, in advance, who should have access to one piece of an emerging
mosaic. Connecting the dots is now a team sport. The Cold War paradigm
of “need to know” must give way to the modern strategic imperative — the
need to share.

The National Commission on Terrorist Attacks Upon the United
States (“the 9/11 Commission) concluded that:

“Current security requirements nurture overclassification and
excessive compartmentation of information among agencies.
Each agency’s incentive structure opposes sharing, with risks
(criminal, civil, and internal administrative sanctions) but few
rewards for sharing information. No one has to pay the long-
term costs of over-classifying information, though these
costs—even in literal financial terms— are substantial.”

The National Archives’ Information Security Oversight Office
(ISOO) reported that in 2003 more than 14 million documents were
classified by the 3978 federal officials authorized to do so. They classified
eight percent more information than the year before.

But recently declassified documents confirm the elaborate and costly
security applied to much information is simply not worth the effort or
expense. A former dictator’s cocktail preferences and a facetious plot
against Santa Claus are no threat to national security in the public domain,
yet both were classified. The most recent ISOO report correctly concludes,
“Allowing information that will not cause damage to national security to
remain in the classification system, or to enter that system in the first
instance, places all classified information at needless increased risk.”

Current classification practices are highly subjective, inconsistent and
susceptible to abuse. One agency protects what another releases. Rampant
overclassification often confuses national security with bureaucratic,
political or diplomatic convenience.
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The dangerous, if natural, tendency to hide embarrassing or
inconvenient facts can mask vulnerabilities and only keeps critical
information from the American people. The terrorists know their plans.
Fewer people classifying fewer secrets would better protect national security
by focusing safeguards on truly sensitive information, while allowing far
wider dissemination of the facts and analysis the 9/I1 Commission says must
be shared.

Any discussion of intelligence reform must include a new approach to
classification, one that sheds Cold War shackles and serves the strategic
need to share information. Our witnesses this morning bring impressive
experience and insight to this important issue, and we look forward to their
testimony.

Welcome.
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Mr. KuciNicH. Thank you very much, Mr. Chairman. Thank you
for calling this very important hearing. I want to thank the wit-
nesses for their attendance and acknowledge the presence of my
colleagues.

The overclassification of Federal materials is a growing problem,
a problem that has been highlighted once again in the final report
of the 9/11 Commission. Overclassification has serious fiscal costs.
It also reduces the accountability and reduces our security. But the
real problem is not the quantity of materials classified and declas-
sified. Thereal problem, I would submit, is the systemic and reflex-
ive secrecy rampant throughout officials in this administration.

But I have to say, as the witnesses certainly know, this problem
of overclassification, of secrecy, has been a problem throughout the
history of this country. And in a book, Mr. Chairman, which you
may be familiar with, Chalmers Johnson, who is a scholar, wrote
a book about secrecy and his relationship to what he calls “mili-
tarism secrecy and the end of the Republic.” The book is called
“The Sorrows of Empire.” And he was also the person who is the
author of an a book called “Blow Back,” which talks about the con-
sequences of the U.S. foreign policy on what happens here at home.

This book really makes the connections on how secrecy under-
mines our country. And in a culture of increased military spending,
together with the secrecy, it makes it very difficult for taxpayers
to have any idea what is going on and how their dollars are being
spent; and it really reflects on the priorities of the country.

This problem of secrecy is also something we have to deal with
as Members of Congress. How many so-called “secret briefings” has
the Congress had over the past few years where we were just fed
misinformation for the purposes of being able to gain support in
Congress for things that people otherwise would not have sup-
ported. But the meetings were kept secret and that is a way that
you stop a discussion in a free society.

Now, the current situation with this administration—instead of
making information available or sharing information, this adminis-
tration reversed a trend started in the Clinton administration, a
trend toward openness, the Clinton Executive Order 2958. Under
this order there is a presumption against classification, and this
presumption was used in case of doubt, and where there was doubt
about the appropriate level of classification, the order specified that
the material be classified at the lower level. An interagency secu-
rity classification appeals panel was established and historical
records were declassified at record rates and on a timely automated
schedule.

In contrast, the current administration has dramatically in-
creased the volume of Federal materials concealed from the Amer-
ican people. Executive Order 13292, issued in March 2003, 18
months after September 11, permitted officials to classify informa-
tion when there was doubt whether or not to do so, allowed officials
to classify information at the more restrictive level when there was
a question as to the appropriate level.

The order also delayed and weakened the system of automatic
declassification established under the Clinton executive order and
underutilized the appeals panel. As a result, as has been noted ear-
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lier, a record 14 million classification actions were reported last
year, costing U.S. taxpayers an all-time high of $6.5 billion.

The total number of pages declassified by this administration
was the lowest in the last 10 years, annual FOIA requests, Free-
dom of Information Act requests, have become more tightly con-
trolled, surpassing the $3 million mark last year for the first time
in history and costing the government $325 million.

Secrecy is on the rise throughout the administration. Officials at
the Environmental Protection Agency, the Department of Agri-
culture, the Department of Health and Human Services now have
been granted classification authority, while the Office of the Vice
President has become exempt from certain mandatory declassifica-
tion reviews.

The FCC, Federal Communications Commission, recently stated
that outage reports from wireless, line, cable and telecom providers
would be protected from public disclosure because of “increasing
concern about homeland security and national defense.”

In addition, the Nuclear Regulatory Commission recently decided
that information about the physical security of nuclear facilities
would no longer be publicly available or updated on the agency’s
Web site, though this information would be critical for public
health and safety. And I want to say that I am pleased this sub-
committee will be holding hearings on this issue of nuclear plant
security in the coming weeks.

Information seems to be arbitrarily and unnecessarily classified.
Last week, the American Civil Liberties Union released court docu-
ments showing that the Justice Department tried to file secret affi-
davits in two civil court cases challenging the USA Patriot Act.
These affidavits can only be viewed by the judge and would not be
seen by the public or even the plaintiffs.

The attack on the civil liberties of U.S. citizens now includes this
new tactic. The Justice Department even attempted to redact
harmless information, such as a quotation from a 1972 Supreme
Court ruling, and general descriptions of a company and the fact
that it did consulting work.

Even more egregiously, we have seen the declassification used as
an excuse to avoid embarrassment to the administration. The Sen-
ate Intelligence Committee’s report on prewar intelligence concern-
ing the Iraqi WMD program was redacted. The entire report of
Major General Antonio Taguba, detailing the mistreatment of Iraqi
prisoners at Abu Ghraib prison, was classified, though it did not
reveal intelligence sources or methods.

Even in this committee, we saw how the Pentagon retroactively
classified sections of a report critical of the proposed national mis-
sile defense plan by Philip Coyle, Director of the Department of De-
fense Office of Operational Test and Evaluation. The information
in the report which had been disclosed and widely disseminated
was subsequently withheld from Congress for 8 months. The Penta-
gon then marked a report “For Official Use Only” and classified the
50 specific recommendations stated in Mr. Coyle’s report so it could
not be released to the public for scrutiny.

The final report of the 9/11 Commission confirms what many of
us already know too well. The Bush administration’s excessive use
of classification, delay in declassifying Federal materials and en-
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croachments on the civil rights of individuals are antithetical to
democratic principle; and it is our responsibility, as Congress, to
provide effective checks and balances, which is really the purpose
of this committee.

Thank you, Mr. Shays.

[The prepared statement of Hon. Dennis J. Kucinich follows:]
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Statement of Rep. Dennis J. Kucinich
Ranking Minority Member
House Subcommittee on National Security, Emerging
Threats, and International Relations

Hearing on “Too Many Secrets: Overclassification as a
Barrier to Critical Information Sharing”

August 24, 2004

Good moming. The overclassification of federal materials is
a growing problem, a problem that has been highlighted once again
by the final report of the 9/11 Commission. Overclassification has
serious fiscal costs. It reduces accountability, and reduces our
security. But the real problem is not the quantity of materials
classified and declassified, it is the systemic and reflexive secrecy
rampant throughout officials in the current Administration.

Instead of making information available or sharing
information, the current Administration has reversed the trend
towards openness started under the Clinton Administration.

Under Clinton Executive Order 2958, a presumption against

classification was used in cases of doubt, and when there was
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doubt about the appropriate level of classification, the order
specified that the material be classified at the lower level. An
interagency Security Classification Appeals Panel was established,
and historical records were declassified at record rates and on a
timely, automated schedule.

In contrast, the Bush Administration has dramatically
increased the volume of federal materials concealed from the
American people. Bush executive order 13292 issued in March
2003 (18 months after the September 11, 2001 attacks) permitted
officials to classify information when there was doubt whether or
not to do so, and allowed officials to classify information at the
more restrictive level when there was a question as to the
appropriate level. The order also delayed and weakened the
system of automatic declassification established under the Clinton
executive order and underutilized the appeals panel.

As aresult, a record 14 million classification actions were
reported last year, costing U.S. taxpayers an all time high of $6.5

billion. The total number of pages declassified by this
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Administration was the lowest in the last ten years. Annual FOIA
requests have also become more tightly controlled, surpassing the
3 million mark last year for the first time in history, and costing the
government $325 million.

Secrecy is on the rise throughout this Administration.
Officials at the Environmental Protection Agency, Department of
Agriculture, and Department of Health and Human Services now
have been granted classification authority, while the Office of Vice
President has become exempt from certain mandatory
declassification reviews.

The FCC recently stated that outage reports from wireless,
line, cable, and telecom providers would be protected from public
disclosure because of “increasing concern about homeland security
and national defense.”

In addition, the Nuclear Regulatory Commission recently
decided that information about the physical security of nuclear
facilities would no longer be publicly available or updated on the

agency’s web site, though this information could be critical for
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public health and safety. I am pleased that this Subcommittee will
be holding hearings on nuclear plant security in the coming weeks.

Information seems to be arbitrarily and unnecessarily
classified. Last week, the American Civil Liberties Union released
court documents showing that the Justice Department tried to file
secret affidavits in two civil court cases challenging the USA
Patriot Act. These affidavits can only be viewed by the judge, and
would not be seen by the public or even the plaintiffs. The attack
on the civil liberties of U.S. citizens now includes this new tactic.
The Justice Department even attempted to redact harmless
information, such as a quotation from a 1972 Supreme Court
ruling, and general descriptions of a company and the fact that it
did consulting work.

Even more egregiously, we have seen declassification used as
an excuse to avoid embarrassment to the Administration. The
Senate Intelligence Committee’s report on pre-war intelligence
concerning the Iraqi WMD program was redacted. The entire

report of Maj. Gen. Antonio Taguba detailing the mistreatment of
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Iraqi prisoners at Abu Ghraib prison was classified, though it did
not reveal intelligence sources or methods.

Even in this committee, we saw how the Pentagon
retroactively classified sections of a critical report of the proposed
national missile defense plan by Philip Coyle, the director of the
DOD Office of Operational Test and Evaluation. The information
in the report, which had been disclosed and widely disseminated,
was subsequently withheld from Congress for eight months. The
Pentagon then marked the report “For Official Use Only” and
classified the 50 specific recommendations stated in the Mr.
Coyle’s report, so that it could not released to the public for
scrutiny.

The final report of the 9/11 Commission confirms what many
of us already know too well. This Administration is the most
secretive in history. The Bush Administration’s excessive use of
classification, delay in declassifying federal materials, and
encroachments on the civil rights of individuals is beyond

comparison. It is our duty to question why that is the case — is this
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Administration keeping secrets from our enemies, or is it keeping

secrets from American citizens?
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Mr. SHAYS. I thank the gentleman.

At this time the Chair would recognize Mr. Tierney.

Mr. TiErRNEY. Thank you, Mr. Chairman. Mr. Chairman, I join
with members of the public and Members of Congress and, of
course, the September 11 families in hoping that Congress will act
swiftly to implement the unanimous bipartisan recommendation of
the 9/11 Commission Report.

I must say that as we address today’s issue, the Commission’s
strong and unequivocal recommendations that the executive branch
move from treating information on a “need to know” to a “need to
share” basis, I am uncertain that this transformation can occur
within an administration that has overemphasized classification at
the expense of congressional oversight and, in some cases, at the
expense of common sense.

I know during the last administration, in 1995, the President
reset previous default settings, directing classifiers not to shield in-
formation of doubtful value and to classify information at the low-
est rather than the highest possible level. Reclassification was pro-
hibited if the material had otherwise been properly put in the pub-
lic domain.

Under this President Bush, his executive order reverts to a
“when it doubt, classify” standard, expands classification authori-
ties and categories, and postpones automatic declassification on
some records.

Now, this leads us here today to ask the witnesses, how can the
administration convince a skeptical public that the administration
is committed to changing this culture when, even as we speak, they
are continuing to classify, in some cases retroactively, information
pertaining to our national defense.

One key example was mentioned briefly by Mr. Kucinich, and it
has to do with missile defense. I happen to have a longer history
with this issue, and so I want to take a moment to recount it. And
the chairman has shared this history.

In the context of the 9/11 Commission Report, the most imme-
diate threat is not an incoming intercontinental ballistic missile,
but an act of terror, some biological or chemical agent introduced
in this country, or a dirty bomb delivered in a suitcase. Even our
own intelligence agencies prioritize threats in this manner. So the
public has the right to ask, why is this administration spending
more than $10 billion per year on a national missile defense system
instead of protecting our ports, equipping the Coast Guard or our
local first responders, protecting chemical facilities, our nuclear re-
actors, and so on down the line—the many things that need to be
done, which are underfunded seriously in the President’s budget
and in the majority’s budget.

The public has the right to an answer.

Do experts and security personnel think this system will work?
The answer is “no.” Forty-nine previous generals and admirals and
other higher retired military individuals speak out against deploy-
ment at this point in time. In a letter to the President, they clearly
set out, “As you have said, Mr. President, our highest priority is
to prevent terrorists from acquiring and employing weapons of
mass destruction. We agree. We therefore recommend, as the mili-
tarily responsible course of action, that you postpone operation and
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deployment of the expensive and untested GMD system and trans-
fer the associated funding to accelerated programs to secure the
multitude of facilities containing nuclear weapons and materials
and to protect our ports and borders against terrorists who may at-
tempt to smuggle weapons of mass destruction into the United
States.”

In addition, 31 former government officials called the missile de-
fense deployment a “sham.” These are officials who worked for
Presidents Eisenhower, Kennedy, Johnson, Nixon, Carter, Reagan,
George H.W. Bush, and Clinton, and argued that the missile de-
fense system planned for rollout in September will provide no real
defense, as they called it a “sham.” The officials worked at the Pen-
tagon, the Department of State, the National Security Council, the
Office of Management and Budget, the Arms Control and Disar-
mament Agency; and their letter accused the administration of
rushing a program into a field that is largely untested and missing
major components.

The fact of the matter is, the public should know whether or not
this President, for political purposes, is satisfying his ideological
extremists by deploying an unproven, inadequately tested system,;
and in fact, is he living in the past instead of addressing the con-
cerns that we have in the 21st century. But instead of allowing for
a public examination, this administration has classified relevant
critical reports and facts, even reclassifying some that have been
in the public domain for as much as 4 or 5 years for what can be
argued as “political purposes.”

I will not go through the long rendition, Mr. Chairman, of the
many letters we have, but starting back in September 8, 2000, this
subcommittee held a hearing with the then-Director of Operational
Tests and Evaluation, the Pentagon’s own person, Phil Coyle, who
testified about the inadequacies of the missile defense system. And
at that time I asked the subcommittee, and the subcommittee
agreed without objection, to enter his report detailing 50 rec-
ommendations for how this system should be tested. And we put
that in the public record.

What occurred after that was a pattern of stonewalling and re-
peated resistance from the Department of Defense that lasted over
8 months. Finally, on May 31, 2001 the Coyle report was delivered
to Congress. As Mr. Kucinich mentioned, it was first marked “For
Official Use Only,” but when challenged, the Department of De-
fense was unable to respond to what that category meant and cer-
tainly did not indicate that it was classified in any sense.

Finally, Chairman Shays took the lead and decided to make this
information available to the public on June 2001. It was on the
Web site. It was in public documents. And since that point in time,
we have had numerous hearings in this committee. We have had
testimony from experts. We have had poster boards set up with the
information on it. We have had it on our own Web sites.

And finally, I asked the General Accounting Office to prepare a
report to tell us in September 2004 what would the condition of de-
ployment be, especially with respect to the 50 issues by Mr. Coyle.
After fighting for an inordinate period of time, the General Ac-
counting Office was finally able to issue a report. It no sooner hit
my desk than this administration classified that report. You can
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imagine for yourself whether it was a favorable report to their posi-
tion or unfavorable.

Not satisfied with that, we asked them to go back and look over
every line and tell us what was classified and was not. Having
done that, they issued a classified report and an unclassified re-
port. The unclassified report, in my estimation was damning. You
can imagine what the classified report was. But then the adminis-
tration took the additional step of going back in, reclassifying all
the previously open, available information upon which those re-
ports were based, none of them previously having been classified,
all of the information having been in the public domain for some
4 years.

You can answer the question better than I can, but why should
this administration be trusted with the recommendation of the Sep-
tember 11 Commission to move toward a culture of “need to share”
as opposed to “need to know?”

But it is not all about the missile defense system. There is a dis-
turbing pattern in this administration of using secrecy as a means
to defend or advance their political purposes and policies.

When confronted with allegations that the Energy Task Force,
which the Vice President convened, was predominantly comprised
of industry members who would be inclined to favor the status quo
energy policy in this country, the Bush administration refused to
come clean and disclose participants of the task force, arguing that
such inquiries into Federal agencies are off limits to the courts, the
Congress, and thus, the American people.

In June 2003, when the Environmental Protection Agency re-
leased a report on the state of the environment, the detailed as-
sessment of climate change, which among other things was to con-
clude that carbon dioxide emissions are contributing to global
warming, was deleted by the White House and replaced with lan-
guage that was deliberately vague and disingenuous about the sci-
entific causes of global warming.

After hearing the compelling evidence of defective tires on cer-
tain automobiles and the tragedies that ensued on America’s roads,
Congress passed a law making certain that auto safety data be
made available to the public. But this administration’s National
Highway Traffic Administration has decided that such information
regarding unsafe automobiles which may be detrimental to their
companies will remain secret.

And now, according to Friday’s Washington Post, the Department
of Justice in its court battle with the American Civil Liberties
Union over portions of the Patriot Act has attempted to rely on se-
cret evidence. As Mr. Kucinich also mentioned, one aspect of that
was inessential censoring a dozen seemingly innocuous passages on
national security grounds, including an attempt to redact a
quotation from a 1972 Supreme Court ruling that simply said, “The
danger to political dissent is acute where the government attempts
to act under so vague a concept as the power to protect domestic
security. Given the difficulty of defining the domestic security in-
terests, the danger of abuse and acting to protect that interest be-
come apparent.”
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Now, there is a dangerous statement if I ever heard one. But this
administration’s Department of Justice thought that had to be re-
dacted from a court proceeding.

This reliance on classification and withholding of information
does not just prevent transparency and accountability in public pol-
icymaking. It is an act that is fundamentally opposed to the public;
it is opposed to their health, to their civil liberties, to their con-
sumer interests, and most importantly, to their safety.

How can we trust that this administration with this record will
commit itself to implementing the 9/11 Commission’s recommenda-
tion that we have more transparency, that we move to a culture
of sharing, a “need to share” versus a “need to know”? At a time
when it is so important that we put our resources where the dan-
gers appear most and not on some ideological extreme program
that is unproven and untested, hiding the facts is not doing this
country any service. And we have to take the recommendations of
the 9/11 Commission seriously.

I hope these hearings, Mr. Chairman, will move us in that direc-
tion of classifying only what needs to be classified and sharing the
rest, so that the American people can make the right choices and
the right priorities for our safety. Thank you.

Mr. SHAYS. I thank the gentleman for his statement.

At this time the Chair would recognize Mr. Ruppersberger, who
serves on the House Intelligence Committee.

Mr. RUPPERSBERGER. Mr. Chairman, I want to thank you. We
have a tremendous opportunity at this time in our history to pro-
vide for national security as a result of what happened on Septem-
ber 11. I want to first praise the Commission and all of those peo-
ple involved, including the families of those who died in the Sep-
tember 11 incident.

At this point, it is very, very important that we deal with this
issue in a nonpartisan way. And it is important that we also under-
stand that there are different elements we have to deal with as far
as the 9/11 Commission’s report.

First, it is extremely important that we do have one person that
can hold all the intelligence communities accountable. We have to
make sure that the intelligence communities, all of them, including
the military, the DOD, CIA, NSA, all the intelligence communities,
work as a team and that they integrate the information. We can
be extremely sophisticated in our intelligence community, but if we
do not get to the bottom line and do what needs to be done and
get the right information to the right people, we will not be suc-
cessful in what is our goal of national security.

Now, the issue we are dealing with today is overclassification as
a barrier to critical information. I think it is extremely important
that we deal with this issue. Just one aspect of this overclassifica-
tion is also the barrier in getting people cleared and how ridiculous
it is. I have a Federal Times, August 16, “482,000 Wait For Clear-
ance, Backlog of Security Checks Holds Up Work, Wastes Billions
of Dollars.”

Now, one of the American intelligence community’s greatest
problems is the cult of classification in which information, both
rare and commonplace, is a safeguard with equal zeal. Both cases
also illustrate the intense political pressures on intelligence and
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counterintelligence agencies, diluting the value of the Nation’s in-
telligence. These are parts of our system that are broken, the ones
that no one in Washington wants to talk about, but we are going
to have to deal with to fix this testimony.

There is certainly vital information that must be protected from
foreign espionage. These secrets worth saving should be held close-
ly. Far too much effort is being wasted protecting nonsecrets which
allows vital secrets to slip through.

In Washington, classification has led to sort of a game, creating
those “in the know” and those who are “not in the know.” This
game heightens the power of bureaucrats, but so much is classified
that it is impossible for people with security clearances to know
what is derived from a spy satellite and what is plucked out of the
newspaper, which is considered open source.

So what is a secret? Nuclear secrets should be kept secret. The
names of U.S. agents in other countries must be kept secret. Oper-
ation capabilities of U.S. weapons should be kept secret. Unlike to-
day’s situation, a secret requires that there not be the slightest
hint that even a secret exists. To do that, the government would
need to follow just a few simple rules instead of the myriad of com-
plexities it has erected. And whether it is a Democratic administra-
tion, or a Republican, there is not consistency in what we do as far
as this classification is concerned. And we need consistency. We
need standards.

First, there must be few secrets. Unless you are willing to stash
people, it is easiest to keep a small number of secrets. Second, give
secrets to fewer people. The idea of hundreds of thousands of peo-
ple wandering around with secrets is absurd. Do not use access to
classified materials as a justification for doing background checks
on military officers. Just do background checks.

Do not classify as secret that which is in the New York Times
and on the Internet. Do not use secrecy as a shield to protect idiotic
political and policy decisions.

I am looking forward to hearing what your recommendations
would be to deal with this very important issue. It is a strong com-
ponent of what we need to deal with to provide the best national
security for our country.

Intelligence clearly is the best defense against terrorism, but we
need to get our system right, consistent, and focused. Thank you.

Mr. SHAYS. I thank the gentleman, especially your comments,
given that you do serve on the Intelligence Committee. I would just
say, I appreciate the gentleman breaking a family vacation to be
here.

I have the opportunity to ask the first questions. I am going to
defer to you to start off, and then we’ll go to Mr. Kucinich, Mr.
Tierney and myself. I ask unanimous consent that all members of
the subcommittee be permitted to place an opening statement in
the record and that the record remain open for